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7.58 Q1
6.45 Q1
4.70 Q1
3.35 Q1

https://datareportal .com/reports/digital-2023-laos
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ASEAN TELECOMMUNICATIONS AND INFORMATION
TECHNOLOGY MINISTERS MEETING (TELMIN)

FRAMEWORK ON DIGITAL DATA GOVERNANCE

Background and Overview

1.

ASEAN as a regional group has been experiencing sustained econom
With the right elements in place such as good and robust infrastructu
and progressive policies and governance frameworks, ASEAN’s po
growth is tremendous. To achieve this growth, it would be critical
economic integration and technology adoption across all sectors i
ASEAN Member States’ (referred to collectively as “ASEAN Member !
individually as “ASEAN Member State”).

Globally, there have been significant efforts to harmonise data standz
governance or data protection frameworks, such as the OECD Guid
the Protection of Privacy and Transborder Flows of Personal Dai
Privacy Framework, EU General Data Protection Regulation (EU-GI

Final

ASEAN TELECOMMUNICATIONS AND INFORMATION
TECHNOLOGY MINISTERS MEETING (TELMIN)

FRAMEWORK ON PERSONAL DATA PROTECTION

The Telecommunications and IT Ministers of Brunei Darussalam, the Kingdom of
Cambodia, the Republic of Indonesia, the Lao People’s Democratic Republic,
Malaysia, the Republic of the Union of Myanmar, the Republic of the Philippines,
the Republic of Singapore, the Kingdom of Thailand, and the Socialist Republic of
Viet Nam (hereinafter referred to collectively as “ASEAN Member States” or
“Participants”; or individually as “ASEAN Member State” or “Participant”);

COMMITTED to an inclusive and integrated ASEAN through cooperation in the
field of Information and Communications Technology (ICT) and to propel ASEAN
towards a digitally-enabled economy that is secure, sustainable and
transformative;

RECOGNISING the importance in strengthening personal data protection with a
view to contributing to the promotion and growth of trade and flow of information
within and among ASEAN Member States in the digital economy;



Figure 1 — Summary of the ASEAN Framework on Digital Data Governance
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ASEAN
uptake on
PDPA

Brunei - No specific law regarding personal
data.

Indonesia - Drawing up final version of data
protection law, which adopts several features
of the EU GDPR.

Malaysia- in the process of conducting public
consultations to amend Personal Data

messss———— P rotection Law 2010 to strengthen data
_protection.

Philippines - The Data Privacy Act of 2012,
and further issuances, rules and regulations
of the National Privacy Commission has
recommended compliance with the key
principles and minimum requirements and
standards and obligations set by GDPR
policies.

Cambodia- Micro level efforts across banks,
law firms and insurance comapnies to comply
with the EU GPDR, but no announcement of a
nationalised effort to legislate personal data
protection law.

Laos- No specific law on personal data
protection or indication of adopting EU GDPR
standards. However, there is a law on
electronic data protection

N Myanmar- No specific law governing personal
data.

Singapore- Mooting for the inclusion of data
ortability in its Personal Data Protection Act
012, which eases data flow and providers

- Thailand-Parliament passed the Personal

Data Protection Act in 2019, to offer similiar

E— protections to the EU GDPR, applicable to
‘ Thai and foreign companies.

greater consumer control.

Vietnam- No comprehensive law regulating
personal data protection, but scattered across
different pieces of legislation. No indication of
including EU GDPR.
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The stages of the data life cycle are illustrated below:

Appropriate generation/
collection of data and
relevant use

Creation
Distribution
Appropriate retention Managed transmission /
and disposal \ / disclosure in digital or
print format
Storage

Managed storage
on-premise / cloud



Data

Classification

Unclassified
Data

Restricted Data

Government
Confidential
Data

Data
Examples

Open Data, publicly
available information
including informational
websites, terminology
systems, standards,
practitioner registries.

Sensitive government
business or citizen data
which may be shared
with non-government
entities, including
Personally identifiable
information (PIl)

such as identification
numbers, biometric
data or information on
race or religion.

National security
information or data
dealing with matters
of international
negotiations, and
military intelligence.

Possible Standards
as Reference

Mapping Types of Information
and Information Systems:
National Institute of Standards
and Technology (NIST)
800—-60

Global Quality Standard:
International Standards
Organization (ISO) 2001:2015

Security Management
Systems: ISO 27001

Personal Data Protection:
1ISO 27018

Standards for Security
Categorization: NIST Federal

Information Processing
Standard (FIPS) 199

Cybersecurity: NIST
Cybersecurity Framework

Risk Management: NIST Risk
Management Framework

Security Controls:
NIST 800-53

NIVCCOD
Ut 20V
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(Public Data)



Invoice

Voice
amount
Weight
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passport) V-4 Business
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Telephone
number
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Name / ,/ 7
surname / p
/7
| 2
E-mail Images
Address

Name

Address

PO
reference

Time of
delivery

Telephone
number

Vehicle
number

List of possible data elements in a
business environment
(non-exhaustive)

Delivery / logistics: Recipient
address, recipient name, purchase
order, bill of landing

Health / fithess: Location, weight,
height

Education - Online learning: Name,
student ID, education records

Marketing - Digital Communications
| search engines: Voice, video,
images, text

Human Resource: Salary,
performance records, training

Ride hailing / private transport:
Name, address, location, vehicle no.,
loyalty point

Sales - E-commerce / online retail:
Name, contact no.

Meteorology: Location, geospatial,
satellite images
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